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+ Protect your business from Third-Party Supply Chain
T-SCRM is the professional software designed to identify, assess and monitor cyber risks
associated with the supply chain, in compliance with the European NIS 2 Directive , EU Dora
Regulation, ISO 27001 and with good governance and security practices.

With an intuitive dashboard, pre-configured assessment tools and automatic alerts on critical
issues and deadlines, T-SCRMis the ideal tool for companies, consultants who want to move
from Excel sheets to structured and professional supplier risk management.

Summary of Supplier Incidents

Accident for supplier

Supplier ~ Total Acciden' - Medium Severity -
2 4
Privacy and Policy srl 0
Service Web 1 5
Software 2000 srl 0
M Number of IT incidents last 6 months
1,5
1
0

2025-07 2025-08 2025-09

Pag. 1



T-SCRM - Third-Party Supply Chain IT Risk Manager
www.edirama.eu

Key features

e Supplier master data

e Automatic IT risk assessment (compliance, cybersecurity, reliability)
e Synthetic indicators and customizable scores

e Monitoring expiring contracts and certifications

¢ Incident and non-compliance log

¢ Dashboards with visual alerts and summary graphs

o Audit-ready reporting, NIS 2, DORA, ISO 27001 documentation

¢ Annuallicense system with serial code activation

@ suppliers with Expired Certifications

Software 2000 sr Software Server Iso 27001 12/08/2025
‘Omnia service Servizi Web 1ISO 27017 16/08/2025

@) suppliers with Contracts Due within 30 Days
ContractEndDate

Record: 14 1di1 ] \ Cerca

X suppliers with Expired Contracts
Software 2000 srl Software Server ContractEndDate 04/09/2025

Omnia service Servizi Web ContractEndDate 06/09/2025

IT Supplier Criticality Sheet
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1) SUPPLIER MANAGEMENT
Suppliers o
p D Service Web v
Name Service Web ‘ Risk assessment ‘
Category Servizi web
| Print Supplier |

Ref. Luigi Rossignoli

Email luigirossignoli@serviceweb.com

StartContractDate 05/08/2024

ContractEndDate 13/08/2025

Certification Noneg|

DeadlineCertification

Note

2) SUPPLIER IT CRITICALITY ASSESSMENT
IT Supplier Criticality Assessment .

Supplier Service Web| v |
DateAssessment 12/08/2025

Print Evaluation |

| Print all records |

ScoreCybersecurity B . info | Criticality -
— Critical

ScoreReliability 1-/| o |

NotesEvaluation The supplier has insufficient coverage of minimum cybersecurity

requirements (ScoreCybersecurity = 1 out of 5), in particular
Lack of ISO 27001/IEC certifications
No formalised Business Continuity or Disaster Recovery

Evaluator John Smith

This section allows you to calculate the supplier's IT criticality level automatically.

The evaluation is made by considering three parameters:_ Compliance_ Cybersecurity_
Reliability with a scale of 1 to 5. The software for each parameter provides a detailed scale
that can be consulted by the user from the INFO button The software automatically calculates
the supplier's IT criticality level and allows you to print the supplier's detailed report with the

Pag. 3



T-SCRM - Third-Party Supply Chain IT Risk Manager
www.edirama.eu

relative IT criticality assessment.

IT Supplier Criticality Sheet

‘Bupplior Service Web
‘Categony Servizi web

Ref. Lusigi Ros signodi

IT Criticality Az seoxment
DoteA=sessment 1T o ki iy leweld Ewnbsyinr

| 208225 Caritic al lohin Smith

supplier hos insutficient coverage of mini muwm cyberseourity
re-quirements | ScoreCybersecurnity = 1 cut of 3, in part cular

Lack of 150 2700101 EC cartific ations

N oformalised Business Continuity or Disaster Rec owvery
planAbsence of MFA logic inauthentication systems

maddition, the contractual documentation expired on 1500772025,
and neo neewr updoted conditions were sent within the deadline.
Dhmriing the ansdit, twes non-c omipli ances wene found, one of which was
classified as ajor’, for failure toupdate access polices to shared

systems.
Recorded T incidents
__ Durta hreach - persanal data Oty
walaton
Desoription 5

The provider reparied a dat beeach imvaiving hepearsonaldata
af awer 500 2nd users. The inodent resulied in thetempo@ey
tass of access to oritical systems and a breach of conrac wal
ablEasans.

Comactnee ACtians

Natification sent 10 the Pivacy Guamar; acivation af the NIS 2
pratocal; temparary replacement of the provider far care

SEraDE S

Dutcomes  LUnSabed
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Automatically, the software allows from the main Dashboard to highlight:

_ critical suppliers

_suppliers with contracts expiring within 30 giorni

_suppliers with certification scadute

_suppliers with expired contracts

and provides an immediate overview of this information as highlighted in the image

Third-party Supply-Chain
T-S c R M Risk Manager

B Supplier Management EJ Critical Suppliers Report % IT Critical issues

Bl 1T incident Management E] Expiring contracts report B Critical M High Low

-

IT Incidents Detail | CUSTOMER SUPPORT

Supplier Evaluations B I1Tincident report
25%

4 suppliers with expired contracts

2 expired certifications

25%

3 non-compliant suppliers

Detail Alert

Annual user licence - Valid 365 days from software activation
Copyright Edirama di M. Rapparini via Fratelli Cervi 15/6 Bologna - www.edirama.org

Pag. 5



T-SCRM - Third-Party Supply Chain IT Risk Manager
www.edirama.eu

3) IT Incident Management allows each supplier to Record, evaluate and archive individual
IT incidents, attributing a severity index from 1 to 5 to each individual event, using the
evaluation scale that can be consulted by the user. Each IT incident is managed analytically,
and tracked for the duration of its assessment.

IT Incident Management a

Supplier v Print

Date 05/08/2025

Incident Type Unauthorised access to shared folder
Severity 3~ Supplier incident Severity index
Description During the internal audit, it was found that some external users of the

supplier still had active access to a cloud folder containing confidential
documents (contracts and technical manuals).

Corrective Actions Immediate access revocation; review of IT authorisations; internal audit
request to the supplier.

Outcome In progress v

The software provides two printouts: a general printout and a specific printout for each IT
incident, as highlighted in the two images below
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Report IT Incidents
Supplier Mame Diate Incident Type Severity  Description Corrective Actions Outcome
‘Omnia sernvice 15/07/2025  Delayed dalivery of 3 The =upplier submitted the Automatic mminder zet inthe Sobed
documentaticn updated declaration of documeant managsment
conformity for the senices systam.
provided two days late,
com pared to the contractually
established deadline.
05/08/2025  Unauthorzed sccess to shared 3 Dwuring the internal audit, it was Immediate sccess In progress
folder found that some extemal users revocation; review of IT
of the supplier still had active ‘authorzations; intemal audit
acceszsto a cloud folder request to the supplier.
containing confidential
documents {contracts and
technical manuals).
Service Web 05/09/2025  Data breach - personal data 5 The provider reported a data Notification sentto the _
wiolation breach involving the personal Privacy Guarantor, activation
data of over S00end users. The  ofthe MIS 2 protocol;
incident resulted in the temporary replacement of
temporary loss of accessto tha provider for core services.
critical systems and a breach of
contractual obligations.
Recorded [T incdents
N S
documematon
Descripfian E

The s e s bimirthesd the u pdaied declarafion ofooniomity
for the sendcos provided two days Late, comiparsd 1o the

comraciually estabilisheddmdine

Caomscires ACtons

oMt FETHnG £ 5eT i e dooUMmET ManaEsmee Grshem.

Ouicame  Satved

_ Unauthonssd aco=ss o sharsd

e

Descripian

Dwuing the imemal audit, it was found Tat some sdemal users
af the supjplier S50 had active aoosss 10 ackoud foider
Comaning oot en fal do cuments jcomracts and tednical

manuas].

Camsctre Actons

mmediate acosss rewncyizon; reses of 1T authonsabons;

ni=ma audit reques tothe suppler.
Owicame  In progress

Senity

a3
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4) Dashboards with visual alerts and summary graphs T-SCRM software allows the user
to always have the IT criticalities of suppliers and third parties in the foreground, thanks to
the 3 Dashboards with visual alerts and summary graphs
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@ suppliers with Expired Certifications

Software 2000 sr Software Server Iso 27001 12/08/2025 o
Omnia service Servizi Web I1SO 27017 16/08/2025

@) suppliers with Contracts Due within 30 Days
ContractEndDate

Record: 14 ¢ [1di1 M B Cerca

X Suppliers with Expired Contracts
Software 2000 srl Software Server ContractEndDate 04/09/2025 i

Omnia service Servizi Web ContractEndDate 06/09/2025]

by clicking on the name of the supplier you can directly access the relevant Detail Sheet
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Summary of Supplier Incidents

Accident for supplier

Supplier ~ Total Acciden ~ Medium Severity -
2 4
Privacy and Policy srl 0
Service Web 1 5
Software 2000 srl 0
B Number of IT incidents last 6 months
1,5
1
0
2025-07 2025-08 2025-09
Who is it for?

¢ NIS 2 consultants, DORA DPOs and cybersecurity experts

e IT, Compliance & Procurement Managers

e Companies subjectto NIS 2, DORA or ISO 27001 obligations
Technical requirements

e Operating System: Windows 10/11 or higher
Info

e www.edirama.eu —info@edirama.org
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